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Hello!

| am Teresa Frontado

| am here because | love to give
presentations. JK. I'm the
executive editor of KUT News
here in Austin.

You can find me at @tfrontado




concepl

The best way to avoid being
drowned in a whirlwind of

pPosts is to use social media
with a purpose.



1.
Really understand
who's your audience

Hint: The answer should not be ‘everybody’




Who are
vou talking

to?

Topics

Use data, not just
your gut to
determine what's
your audience
interested in.

What do they
need to know?

How can you
empower them to
understand the
issues at stake?

How can they help
you do better
stories?

Platform

Where's my
audience?

What's the best
way to get to
them?

Customize your
stories to the
possibilities of
each platform.

Make sure that
you have
conversations and
not monologues.

Tone

Tell your stories,
don't just promote
them.

Avoid jargon.

What are you
going to be known
for?

Topline + Impact =
posts that your
audience will
remember (and
share)



By knowing
your

audience
you can:

Create traction for
your stories

Studies show that
information travels in
circles (communities).

Fight misinformation

A two-way
relationship with your
audience establishes
you as a trusted
news source.

Knowing your
audience'’s ‘hot
buttons’ can help you
identify
misinformation.



“ Knowing vour audience is
what will help you build
community.



2.
The power of pause

Fighting misinformation and disinformation should be



Do you
really need

to RT?

Who's posting
this?

Is this a known
person/account?
Can this be a bot?

Check number of
posts, followers,
likes.

Check the URL,
navigate to other
content on the
site.

Do your
homework

Use search tools
to check claims
and images.

Call/text/email
the source(s)
mentioned on the
story.

What are the
alternatives?

Sometimes it's
better to start your
own thread with
contextualized
information rather
than RT
partial-truths or
misinformation.



Look for
opportunities
to promote

news literacy

Explain why we do what
we do

Check, contextualize,
explain

Yes, you can repeat
yourself



“* There's no problem in
journalism that can't be
solved with more and
better journalism.

Evan Smith
Texas Tribune



https://www.austinmonthly.com/evan-smith-doesnt-want-to-be-your-media-savior/
https://www.austinmonthly.com/evan-smith-doesnt-want-to-be-your-media-savior/
https://www.austinmonthly.com/evan-smith-doesnt-want-to-be-your-media-savior/
https://www.austinmonthly.com/evan-smith-doesnt-want-to-be-your-media-savior/

3.
Protect yourself

Take steps to ensure your digital safety



Be
proactive

Separate your
professional and
personal lives

Be mindful of sharing

personal information
online.

Verify your
accounts
Yes, that blue

checkmark is still
valuable.

Periodically
check your
privacy settings
And talk to

friends/family about
theirs too.

Do not engage
with trolls

Document attacks.
Mute or block. Go
offline if you need to.

One exception: act
when you can be an
ally.

Protect access to
your accounts
Turn on two-factor

verification, use a
password manager.

Report
threatening
behavior

Notify SM platforms,
your editors and
authorities.



ARE YOU BEING HARASSED ONLINE?

Step 1: What is happening right now?

Ié Someone is Someone is
attacking my doxing me.
website. Doxing is the practice of
A denial of service (DoS) broadcasting private or

attack is a malicious attack to
make a server or a network
resource unavailable to
users. A DDoS is an attack by
multiple computers.

Get technical support from
companies such as CloudFlare,
Sucuri, or Incapsula.

If the website being targeted is
independent media site, 2 hurnan
rights site, or a public interest site,
you may be eligible for free DDoS

happening

rotection. (B
R S

If you are a low-income resident
in the Boston area, you rmay be
eligible for free legal aid through
the Harvard Legal Aid Bureau,

4 Document. |

Someone has posted an insult.
Example: “You need to learn how

to write.”

STOP LOOKING

Ignore the comment and continue using Twitter as usual
Go offline for a while until you regroup

Mute the user. They won't know you have them ruted
If you follow the user, you will still see their replies and
mentions in your notifications tab, but you won't see
these if you do not follow the muted account.

Block the account. This will stop the person from
following you and from seeing or reading your tweets
from their account. (They may, however, have other
accounts and will still be able to see your public tweets
when net logged into the blocked account.) Have a
friend monitor tweets coming at you just in case there are
threats you'd want to docurnent or be made aware of

Step 2: What happened next?

It escalates to a threat i
Go to the top of the chart

identifiable information.

ﬁ Lock down your physical location
This can include developing
a home security plan or even
relocating temporarily. (&

=3 Docurnent everything thats
happening to create a paper trai
n case you wish to take further
action with law enforcement or
the platform.

n Q Notify your friends about what is

REPORT

1. Report to the police.

2. Report ot TrollBusters

3. Talk to your employer about what is
happening Decide how you should approach
the harassment and whether cthers should
meritor your social media accounts

Someone is posting
sexually explicit
photographs of me
without my consent.

Report to Twitter or Facebook
btps/iwwm.eybercivlights. org/oniine.
removal/#twitter

2 Tip #1 Consult an attorney. Many states have
- lawyers that have volunteered to help
victims of non-consensual porography.
Fttpssfwww cybercivilights.org/professionals-
elping-victims

Make sure to document everything
that is happening to create a paper
trail for your own records in case you
wish to take further action with law
enforcernent or the platform,

Goto REPORT e

Resources: cyberbulying org
Rermovaf guadi (for il soctsl medhal: wicw,
cyberchinatis ors/onine-remavel
Revenge pom laws n indivicusl states:
wwwcyberoiights orglievenge-nom-aws

Do not block

Someone has posted a
critique.

Example: “A better reporter
would have considered the
economic impact of the proposal.”

Choose whether to engage or ignore
the user. (You can look to see other
tweets they've made to get a sense of
how the conversation is likely to go.)

OR Go to STOP LOOKING

Someone has posted a
libelous comment.

Libel is a false statement
intended to harm your
reputation, publicly contradict
with facts and testimonials.

Have friends jump in to comment on your
behalf, or to report any offending tweets.

htps/fsupporttwittercom/articles/20 170408

Go to STOP LOOKING

#) TrollBusters provides online pest control for writers, journalists and publishers.
Report to www.troll-busters.com. If you are not a journalist, check out our
Resources for more tips and information. (£

Someone has posted
an explicit threat.
Example: “l am going to
kill you.”

Someone has posted
an implied threat.
Example: “People like
you should be shot.”

Lock 5 h! | location
B swarathak [agally s Frag Lok dowr yout physical lo<atio

not be considered a threat,

hoose weather to engage with Report to the police.

user. Block or mute.

Goto REPORT @

Tip: tn Wlontans,  person who cays thy wil
inflict pfysical haro on aparson, or subject
tharm 1o physical confioement of resiraint, can
bofinad And soms statos, such as Michigan,
have laus against "sthnic ntemidation” for
herasshg a person due 1o thair race, color,
gordor, rolgion, or netionl orgn—but only
i#the harassmant leads to threats of physical
contact or Gestruction of propenty. Bt n
Calfornis, 8 porson can oriy b conviied of
criminal throats i they mad & threat to commit

e resutting i death or bodily herr, the
im bafievad the thraat wes mrminers, and
the victimn’ fear of harm was reasonable.

Talk to your employer, if
appropriate

Goto STOP LOOKING
{under Someone has posted
an insult)

Resources: wwwroltbusters.com
o

wewiwirt orgforogremsieporta

Someone is
impersonating
my account.

Report the impersonation to Twitter. (You
will need to share your ID with them to
prove that the impersonation happened

Apply for verification. If you do get
a verified account, it can help you
authenticate your identity.

Go to REPORT e

Goto REPORT@

Resources: www nolo. comiega-encyciopedia/defamation-law

rnade s

——£")) I they are human
* Block the accounts.
» Check out black lists
created by other targets
| ltescalatesto _ | * Repart to Trol Busters.

) ol 4
Sl k—ff’ ) Ifthey are a bot

Abot ic a computer
program that does
automated tasks.

people targeted?

people targeted?

mple-29718htent
fogsidictionansnet/ite!

“ Are you one of multiple

Are you one of multiple _

No
Go through the apprpriate thraat steps. REFOlTe

Yes

* Reach out 1o targeted accounts.

* Consider starting a block list with other people who
are targeted

« Document for your own records

—Ls

No
Then go o the top of the chart. REPORT @

Things to document (-

* Number of threats.

* Details(date, time, picture
of threat).

* Number of people
involve

*  Severity of the attack
(implied/explicit)

Twitter Settings

Change Twitter settings to
ensure you only see what you
want

You can filter tweets by only
people you follow, which
means that you'll only see
notifications from those
acoounts,

.

Twitter also has a quality
filter, which filters out lower-
quality content from people
you don't follow and have
not recently interacted with

In addition to being able to
mute or block users, you can
also mute specific words.

If you choose to filter or
block your tweets, you may
want to have someone check
the offensive accounts to see
if threats against you have
escalated.

For instructions on these features
and how to use them, see
https://support twitter.com/
articles/20169398.

Who to contact as a
student

If you are a student, contact

the Student Press Law Center,
and report any incidents to your
faculty adviser, if appropriate

TRQOLLBUSTERS

Copyiight 2017 All Rights Reserved
Report at trollbusters.com



4.

Extra Resources



Twitter tips for
keeping your
account secure

Series of steps to
protect your Twitter
presence. | love the
URL-expanders

plugin.

Safety Practices
for social media

From the Global
Investigative
Journalism Network
& Rory Peck Trust.

Facebook Safety TrollBusters

Tools Guide to

Tips on staying safe, document online
harassment

securing your
account and
protecting your
information.

From RTDNA

Training on Ethic
Guidelines to stop
the spread of
misinformation and
disinformation.

Flowcharts tells you
exactly what to do.

Trusted News
Initiative

Five ways journalists
can combat
misinformation.


https://help.twitter.com/en/safety-and-security/account-security-tips
https://help.twitter.com/en/safety-and-security/account-security-tips
https://help.twitter.com/en/safety-and-security/account-security-tips
https://www.facebook.com/safety/tools/
https://www.facebook.com/safety/tools/
https://yoursosteam.files.wordpress.com/2017/01/tb_infographic_watermark.jpg
https://yoursosteam.files.wordpress.com/2017/01/tb_infographic_watermark.jpg
https://yoursosteam.files.wordpress.com/2017/01/tb_infographic_watermark.jpg
https://yoursosteam.files.wordpress.com/2017/01/tb_infographic_watermark.jpg
https://rorypecktrust.org/freelance-resources/digital-security/
https://rorypecktrust.org/freelance-resources/digital-security/
https://www.rtdna.org/content/guidelines_for_preventing_the_spread_of_misinformation_disinformation
https://www.bbc.co.uk/beyondfakenews/fivewayscombatmisinformation
https://www.bbc.co.uk/beyondfakenews/fivewayscombatmisinformation

Thanks!

Any questions?

You can find me at @tfrontado
and tfrontado@kut.org



